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ANNOUNCEMENT
Attention, scammers!

Contributors of the UAPF began to report that they were exposed to phishing* attacks from
fraudsters, in whose letters they sent approval of the intended use of pension savings with attached links
to sites with suspicious activity.

The Unified Accumulative Pension Fund officially declares that it does not send mailings with
the following content - "On the transfer of a part of pension savings to a special account of
Zhilctroysberbank of Kazakhstan JSC (current Otbasy Bank JSC)".

UAPF also does not send any other messages regarding the transfer of one-time pension benefits
to contributors (beneficiaries) and does not request any personal data of the contributor.

The UAPF warns and does not recommend clicking on suspicious links to unfamiliar sites and
asks to check the information only on the UAPF official website www.enpf.kz and the Internet resources
of banks that are authorized operators. Reference:

* Phishing is a type of Internet fraud, the purpose of which is to gain access to confidential user
data - logins and passwords. This is achieved by sending bulk emails on behalf of popular brands, as well
as private messages within various services, for example, on behalf of banks or within social networks.
The letter often contains a direct link to a site that looks indistinguishable from the real one, or to a site
with a redirect. After the user lands on a fake page, the scammers try to use various psychological
methods to induce the user to enter their username and password on the fake page, which they use to
access a specific site, which allows the fraudsters to gain access to accounts and bank accounts.

UAPF was established on August 22, 2013 on the basis of GNPF APF JSC. The UAPF founder and shareholder is the
Government of the Republic of Kazakhstan represented by the State Institution “Committee of State Property and
Privatization” of the Ministry of Finance of the Republic of Kazakhstan. UAPF pension assets are managed by the National
Bank of the Republic of Kazakhstan. From January 1, 2016, the functions for developing proposals to improve the
management of pension assets were transferred to the National Fund Management Council. In accordance with the pension
legislation, the UAPF attracts compulsory pension contributions, compulsory occupational pension contributions, voluntary
pension contributions, pension benefits, individual accounting of pension accumulations and benefits, provides the contributor
(beneficiary) with information on the status of his pension accumulations (for more information visit www.enpf.kz)
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